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DETAILED ACTION 

1. Claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 & 55-63 are pending. 

2. The response of 5/2/2005 was received and considered. 

Response to Arguments 

3. Applicant's response (p. 1 1, §1-11) has overcome the objections to and rejection under 35 
U.S.C. §1 12 of the claims, set forth in the previous Office Action and therefore the objections 
and rejections are withdrawn. 

4. Applicant's arguments see remarks (p. 12, \\ - p. 13, f 2), filed 5/2/2005, with respect to 
the rejection(s)of claim(s) 1-57 under 35 U.S.C. 102(e) and 103(a) have been fully considered 
and are persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of U.S. Patent RE 33,189 to Lee et 
al. (Lee). 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 1-5, 8-16, 19-25, 28-34, 37-43, 46-52 & 55-63 are rejected under 35 U.S.C. 
103(a) as being unpatentable over U.S. Patent Re. 33,189 to Lee et al. (Lee) in view of 
Handbook of Applied Cryptography by Menezes et al. (Menezes). 
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Regarding claims 1, 22, 40 & 58, Lee discloses distributing a key/user ID (col. 3, lines 
28-42), receiving a secret key encrypted by the key/user ID (col. 4, lines 1-22), decrypting the 
secret key/ key by the key/user ID (col. 4, lines 1-22), receiving the access key/random number 
encrypted by the secret key/key (col. 4, lines 1-22) and decrypting the access key/random 
number by the secret key/key (col. 4, lines 1-22). Lee lacks a public key. However, Menezes 
teaches that key layering is a key-exchange technique, whereby a master key is distributed, key- 
encrypting keys are used to transport keys and data keys are used to encrypt the data a user will 
use (pp. 552-553, §13.3.1). Specifically, Menezes teaches that public keys can be used to 
encrypt other keys, which are then decrypted by the corresponding private key (p. 552, #2 & Fig. 
13.4(b)). Therefore, it would have been obvious to one having ordinary skill in the art at the 
time the invention was made to use a public key to encrypt the secret key. One of ordinary skill 
in the art would have been motivated to perform such a modification to achieve simplified key 
management, as taught by Menezes (p. 55 1 , #1-3). 

Regarding claims 2, 10, 14, 20, 23, 29, 32, 38, 41, 47, 50, 56 & 59, Lee discloses the 
secret key being a registration key (col. 2, lines 41-51). 

Regarding claims 3,11, 15, 21, 24, 30, 33, 39, 42, 48, 51 & 57, Lee discloses the secret 
key being a temporary key/key of the month (col. 3, lines 28-42). 

Regarding claims 4, 12 & 63, Lee discloses deriving a short key/PN sequence based on 
the access key/random number, receiving encrypted broadcast content/video and decrypting the 
encrypted broadcast content using the short key/PN sequence (col. 3, line 28 - col. 4, line 22). 

Regarding claims 5, 25, 43 & 60, Lee discloses distributing a key/user ID (col. 3, lines 
28-42), receiving the broadcast access key /key encrypted by the key/user ID and decrypting the 
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broadcast access key/key by the private key/user ID (col. 4, lines 1-22). Lee lacks a public key. 
However, Menezes teaches that key layering is a key-exchange technique, whereby a master key 
is distributed, key-encrypting keys are used to transport keys and data keys are used to encrypt 
the data a user will use (pp. 552-553, §13.3.1). Specifically, Menezes teaches that public keys 
can be used to encrypt other keys, which are then decrypted by the corresponding private key (p. 
552, #2 & Fig. 13.4(b)). Therefore, it would have been obvious to one having ordinary skill in 
the art at the time the invention was made to use a public key to encrypt the secret key. One of 
ordinary skill in the art would have been motivated to perform such a modification to achieve 
simplified key management, as taught by Menezes (p. 551, #1-3). 

Regarding claims 8 & 61, Lee discloses deriving a short key/random number based on 
the access key/key, receiving encrypted broadcast content/video and decrypting the encrypted 
broadcast content/video using the short key/random number (col. 3, line 28 - col. 4, line 22). 

Regarding claims 9, 28, 46 & 62, Lee discloses receiving a key/user ID corresponding to 
a private key/user ID (col. 3, lines 28-42), encrypting the secret key/key with the key/user ID 
(col. 3, lines 42-64), sending the encrypted secret key/key (col. 3, lines 1-22), receiving the 
access key/random number encrypted by the secret key/key (col. 4, lines 1-22) and decrypting 
the access key/random number by the secret key/key (col. 3, line 28 - col. 4, line 22). Lee lacks 
a public key. However, Menezes teaches that key layering is a key-exchange technique, 
whereby a master key is distributed, key-encrypting keys are used to transport keys and data keys 
are used to encrypt the data a user will use (pp. 552-553, §13.3.1). Specifically, Menezes teaches 
that public keys can be used to encrypt other keys, which are then decrypted by the 
corresponding private key (p. 552, #2 & Fig. 13.4(b)). Therefore, it would have been obvious to 
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one having ordinary skill in the art at the time the invention was made to use a public key to 
encrypt the secret key. One of ordinary skill in the art would have been motivated to perform 
such a modification to achieve simplified key management, as taught by Menezes (p. 551, #1-3). 

Regarding claims 13, 31 & 49, Lee discloses receiving a key/user ID (col. 3, lines 28-42), 
encrypting a secret key/key using the key/user ID (col. 3, lines 42-64), sending the encrypted 
secret key/key (col. 4, lines 1-5), encrypting the access key/random number using the secret 
key/key (col. 3, lines 42-64) and sending the encrypted access key/random number (col. 4, lines 
1-22). Lee lacks a public key. However, Menezes teaches that key layering is a key-exchange 
technique, whereby a master key is distributed, key-encrypting keys are used to transport keys 
and data keys are used to encrypt the data a user will use (pp. 552-553, §13.3.1). Specifically, 
Menezes teaches that public keys can be used to encrypt other keys, which are then decrypted by 
the corresponding private key (p. 552, #2 & Fig. 13.4(b)). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made to use a public 
key to encrypt the secret key. One of ordinary skill in the art would have been motivated to 
perform such a modification to achieve simplified key management, as taught by Menezes (p. 
551, #1-3). 

Regarding claims 16, 34 & 52, Lee discloses receiving a key/user ID (col. 4, lines 1-22), 
encrypting the broadcast access key/key using the key/user ID (col. 3, lines 42-64) and sending 
the encrypted broadcast access key/key (col. 3, lines 42-64). Lee lacks a public key. However, 
Menezes teaches that key layering is a key-exchange technique, whereby a master key is 
distributed, key-encrypting keys are used to transport keys and data keys are used to encrypt the 
data a user will use (pp. 552-553, §13.3.1). Specifically, Menezes teaches that public keys can 
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be used to encrypt other keys, which are then decrypted by the corresponding private key (p. 
552, #2 & Fig. 13.4(b)). Therefore, it would have been obvious to one having ordinary skill in 
the art at the time the invention was made to use a public key to encrypt the secret key. One of 
ordinary skill in the art would have been motivated to perform such a modification to achieve 
simplified key management, as taught by Menezes (p. 551, #1-3). 

Regarding claims 19, 37 & 55, Lee discloses distributing a key/user ID corresponding to 
a private key/user ID (col. 3, lines 28-42), receiving a secret key/key (col 3, lines 42-64) 
encrypted by the key/user ID (col. 3, lines 42-64), decrypting the secret key/key by the private 
key/user ID (col. 4, lines 1-22), encrypting the access key/random number by the secret key/key 
(col. 3, lines 42-64) and sending the encrypted access key/random number (col. 3, line 28 - col. 
4, line 22). Lee lacks a public key. However, Menezes teaches that key layering is a key- 
exchange technique, whereby a master key is distributed, key-encrypting keys are used to 
transport keys and data keys are used to encrypt the data a user will use (pp. 552-553, § 13.3.1). 
Specifically, Menezes teaches that public keys can be used to encrypt other keys, which are then 
decrypted by the corresponding private key (p. 552, #2 & Fig. 13.4(b)). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was made to use a 
public key to encrypt the secret key. One of ordinary skill in the art would have been motivated 
to perform such a modification to achieve simplified key management, as taught by Menezes (p. 
551, #1-3). 
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Conclusion 



7. 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841. 
The examiner can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. The 
examiner can also be reached on alternate Fridays from 6:45 a.m. - 3:15 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gregory Morse can be reached at (571) 272-3838. 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington, DC 20231 
Or faxed to: 

(703)746-7239 (for formal communications intended for entry) 

Or: 

(571)273-3841 (Examiner's fax, for informal or draft communications, please 
label "PROPOSED" or "DRAFT") 

Any inquiry of a general nature or relating to the status of this application or proceeding should 
be directed to the receptionist whose telephone number is (571) 272-2100. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




David Y. Jung 
Primary Examiner 



June 27, 2005 




